CAPSLOCK USER

MANUAL

End user manual for general how-to functionality in the CAPSLock
authentication application.




Contents

0 = =1 T = o PPN 2
Searching for a User - AdMINISTrator .........uiiiiiii i e e e e e e s rr e e e e e e s e s nbrteeeeeeeeeeannrsaeees 3
RESEE PASSWOI ... .ttt ettt et e st e e bt e e s b e s bt e e sabeeeabeeesmseesaneeesabeesabeeesnreesneeennneas 4
SO PASSWOIT ...ttt et b e s he e st st et e bt e e b e e e st e a et et e et e e bt she e she e ean e e b e e b e e reenneeenees 5
Create @ NEW USEI ...oiiiiiiiiiiitii e a e s s a e s s ba s e s s bb e e s s 7
AJA/REMOVE PrIVIIEEES ...ttt ettt et e e et e e eate e et e eetae e e teseeseeesbeeeteeesnseseseeennreas 12
DT o L=V A =1 o (=N U L= TR 14
Add @ User to an OrganizatioN .......iicueeiiiiiieee e ceieee sttt e et e e st e e sste e e e ssabaeeesanbaeeessnbeeeesanseeessnnseeeesns 16
Page 1118

Updated 6/2/2016



Introduction

CAPSLock is a proprietary authentication application that uses unique token based methods to handle
user and application authentication to web based applications. It has a full user and organization based
hierarchy to allow for robust system management access.

Logging In

To access the CAPSLock system, you will need to first login to the site at
https://capslock.mvtrip.alabama.gov or by signing into the MVTRIP Portal at
https://mvtrip.alabama.gov. You will be prompted for your own username and password combination.

CAPSLock Login 1
MVTRIP Login 1

2 Login Lser Name:

Forzot Your User Mamea?

Login Page

Lost Username?

Enter your login username and password and click on the login button to proceed. If you have lost your
username or password, you can click on the links at the bottom of the login prompt and your user name
or temporary password will be emailed to the email address on file. You can also set a new password by
answering your security questions.
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https://capslock.mvtrip.alabama.gov/
https://mvtrip.alabama.gov/

If you are a member of more than a single organization, you will be prompted to select which
organization you wish to login.

Click on the up/down arrow next to the organization
name, select your organization and then click on
“Complete Login” to finish.

Please choose your organization...
D

epartment of Revenue

HCHnEEDT ot Besea e > Department of Revenue

Complete Login Tuscaloosa

' Jefferson

Login Page Change Password

Lost Username? Lost Password?

Searching for a User - Administrator

After logging in, you will be presented with the main dashboard screen. You will use this screen to
search for users, organizations, applications or privileges. This search will be limited to the users
belonging to your organization.

CAPSLock Admin Version - 2.0.0

Search Filters =

Search usars Organization

Group
Application

Privilege

Typically, you will use the search functionality to find a user in order to reset their password, add
privileges or disable their accounts. Type in any part of their username, first name, last name or email
and click on search. The system will find all accounts that match any part of the search criteria entered.
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For example, to find the “DemoUser” account, you could type in “de” in the search box and click on
“Search” the system will return every account that has “de” in their username, first name, last name or
email address for any users in your organization.

Search Filters

User B

Search users

e

Results

Show entries

* Username First Name Last Name Current Status
aeooe [ oevo [ acave
Demollser Demao User Aclive View

Showing 110 3 of 3 entries rirst  Previous 1 Mext  Last

To view the user information, click on the blue “View” link to the right of their name in the “Results”
window.

This will pull up that user’s information and allow you to reset passwords, set passwords, add/remove
privileges and disable/enable a user’s account.

Reset Password

If your user has lost their password, you can send a temporary password to their email that will allow
them to login and force them to change their password. After searching and viewing the particular user,
click on the green “Reset Password” link to the right of their account information.

son - Ag

# Edli

& — Account Information

Userbame oginbate Createliate LastE dithase.
paulbartison VI 11158 AM 20T TADTE AM VI 1854 P

Personal Information

Firaams LantHama Feull

.
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**please Note — you will be resetting the password for the user that is shown at the top of the screen,
NOT the “Logged in as” user**

CAPSLock Admin Version - 2.0.0

o for|- Paul Harrison - Active

You will receive a prompt letting you know that a temporary password will

be generated and emailed to the user. To proceed, click on the blue

“Reset” button. To cancel, click on the grey “Cancel” button. Resetting this user's password will

e T mporary
password and email ffto the user

The user will receive an email similar to below with a temporary password
for them to use in order to login to the system.

S gy f Rapde A0 8 Tormand

I CAPSLock Pasiword Beuet
|
Weear paivword ban Baen reied.
Wingt U s ay paviwoed Run been el b 10N
Pl P sl Db dppuated [ OPuies Theh Pt mniesl apedey ingd ol kg
CASSOCk dcdman

Set Password

If your user has lost their password, you can set their password for them. It is preferable that you use
the reset password method so no one knows their password, but if they are not able to access their
email for some reason, this method may be used. Click on the green “Set Password” button.

CAPSLoCK Admen Version - 2.0.0

Active

User Information

Information

Usarbame Lt oginDiate Conatelate LastEdiDate
paul barrison TOFOTA 11:1534 AM BARI1Z 10:10:26 AM PN 1 BES PM

Personal Information
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**Pplease Note — you will be setting the password for the user that is shown at the top of the screen,
NOT the “Logged in as” user**

CAPSLock Admin Version - 2.0.0

ir -|Paul Harrison|- Active

You will receive a “Set Password” window that will allow you (or the user)

Set Password

to type in their password. When you have typed in the new password and Password mustbe longer than & characiers

and must have 3 of the 4 conditions met
the confirmation, click on the blue “Save” button at the bottom of the Lovercasetas)’
WindOW and specir:l\‘:"hb;;,\tne-ij:‘ #$.etc)

New Password

Confirm Password

You will receive a confirmation prompt from the site letting you know that setting the password was
successful.

Message from webpage H

h Successfully set the user's password.

oK
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Create a New User
After logging in, you will be taken to the main admin dashboard. To add a user, click on the person icon
on the left side of the screen.

CAPSLack Admin Version - 2.0.0

Search Filters

This will take you to your account information page. This will show all of your own CAPSLock
information. To add a new user, click on the green “Create New User” button on the right side of the
screen.

CAPSLock Admin Version - 2.0.0

izon - Active

=i
# User Information

Account Information

UserNarme LastioginDase CreateDate LastEditste
paulharrison TOR0/2014 11:15:24 AM BA2012 10:10:26 AM WAN20TA 1:08:54 PM

Personal Information

This will start a wizard-based process for you to create a new user. First, you will need to enter the user
information:

4 Username — this will be the new users’ login username.
= First Name — this will be the new users’ first name.

= Last Name — this will be the new users’ last name.

= Email — this will be the new users email address.

Please Note: This email address will be the address to which all MVTRIP notifications are sent.
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Create New User

@ User Information

Username

First Name

Last Name

Email

User Creation Wizard

Next ﬁ

To proceed to the next step, click on the “Next” button in the lower right hand corner of the wizard.  mext

Next, you will need to assign the county that the user will be assigned to. The default will be your

county organization.

Create New User

User Creation Wizard

L

o User Information o - Additional Information

assignedCounty

Insurance Companies

ﬁ Back

Remave

Add

Next ﬁ

¥

To proceed to the next step, click on the “Next” button in the lower right hand corner of the wizard. = i
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Next, you will need to assign an organization to the user. Administrators may only add users to their
organization. To find the organization, type any part of the name in the search area and click on the
“Find” button. This will find all organizations that match that name.

Create New User

You will need to place a check

box in each of the organizations

Hssiticationizard that this user will be a part of:

© usermomation - @ organization

alabama Find Add Selected =

Add User to Organization(s) STATE OF ALABAMA

= e @ ALABAMA SECURITY REGULATORY BD
Find a organization: [ alabama T Find l Add Selected

@ UNIVERSITY OF NORTH ALABAMA

—

UNIVERSITY OF WEST ALABAMA

ALABAMALAWINSTITUTE When you have finished adding

ALABAMA INNOVATION FUND the user to the organizations,
click on the “Add Selected”
button. This will add them to
“the “Chosen Organizations”

Chosen Organizations: —

area.

To remove any organizations that were added in error, click on the

™) ALABAMA SECURITY REGULATORY BD

circle next to the organization name and click on the “Remove
Selected” button.

™) UNIVERSITY OF NORTH ALABAMA

Remove Sel d

y N

Click on the “Next” button at the bottom of the wizard screen to continue — | nex

On the next step, you will be able to add the user to any groups that they will need access to. In order
to find the group, type in the name of the group you are looking for and click on “Find”
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each of the groups that this user will

User Creation Wizard

o User Information e Additional Information

Add User to Group(s)

be a part of:
Find

registration

Registration - Senior Users

Find a group:

[ registration |J Add Selected

Registration Reporting

B Registration Reporting

B Registration - View Only

Chosen Groups:

™ Registration - Senior Users

@ Registration - View Only

When you have finished adding the
user to the groups, click on the “Add
Selected” button. This will add them
b to the “Chosen Groups” area.

™ Registration - View Only

Remove Selected <

To remove any groups that were added in error, click on the circle

next to the group name and click on the “Remove Selected” button.

Click on the “Next” button at the bottom of the wizard screen to continue —

You can now add the user to any pre-defined groups in your organization (Registration-user, etc.) Type
in the group name and click on “Find”. Highlight the group and click on “Add Selected” to add this user

Create New User

to the group.

o User Information

User Creation Wizard

Find a group:

; o Organization

Add User to Group(s)

o Additional Information

Find Add Selected

Click on the “Next” button at the bottom of the wizard screen to continue —

Next
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User Creation Wizard

@ User ntormation © oaniaton © cow ® summay

You will be shown a final summary of the user you are adding. Please
verify all information is correct. If any information is NOT correct, click
on the “Back” button at the bottom of the wizard screen.

ALABAMA SECURITY REGULATORY BD, U

NORTH ALABAMA

[ Contirm that all ieids are correc:

g —

MERSITY OF

save

If all the information is correct, click on the check box next to the
“Confirm that all fields are correct.” And click on the blue “Save”
button at the bottom of the wizard screen.

] Confirm that all fields are correct.

A

The user will receive an email with their username and a separate email with their temporary password.

Example Emails:

CAPSLock User Creation
Your aotount has been I'E-EIE-[E-I'E'IH with CAPSLock.
TOUr U rname 15 testuier
T rcess the site please wie this Nk sttos | Umvtriosisbemes oo

CAPSLock Adrmin

CAPSLock Password Reset
Your password has been reset.
Your temporary password has been set to: n17M36210

Maote: You will bé réquired to change the password upon your initial kogin.

CAPSLock Admin
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Add/Remove Privileges

Now that your user has an account, you will need to add privileges to their account. These will allow the
user to access certain applications.

After logging in, searching and viewing the selected user, click on the green “Add/Remove Privileges”
button on the right side of the screen.

CAPSLock Admin Version - 2.0.0

User Information

Account Information

UserNarme LastloghDate CreateDate
paulharmison 002014 11:15:24 AM BER012 10:10:26 AM Q20T 1:08:54 PM

Personal Information

**please Note — you will be changing privilege information for the user that is shown at the top of the
screen, NOT the “Logged in as” user**

ation for | Faul Harrison | Active

CAPSLock Admin Version - 2.0.0

You will be presented with an add/remove privileges screen. Locate the application for which you wish

the screen by clicking on the up/down arrow —
Select Ap| u Select Organization
and click on the appropriate application. :‘:ﬂ;‘:g\> n s 3
Available Privileges User's Privileges
Select Application ™ Add
Search -
CAPSLock Admin g ) Delete |
County Tag Upload N Edit
Dealer License .
DOR Test App MVDOCS-GovernmentRegistration-Delete
Editor |
S 8 Romors
GenericReporting & Save Cancel
Government Tag i
Inventory i L
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All available privileges for that application will be shown. Click on the circle next to each privilege you
wish to add/remove privileges for the user.

Click the blue “Allow” button to give the user access to that function within the selected application.

Click the red “Deny” button to deny the user access to that function within the selected application —
this is the default behavior for all applications. If privileges are not allowed, the user will not have
access to allow/assign privileges.

AddRemove Privileges

Select Applcatkon

Gowernmant Tag)

fwvpilable Privitages

©

Lredete

ﬁ- Edit

MVDOCS-GovemmeniRegistration-Detale

£ Save Cancel

Once you have added the privileges, they will be shown under “User’s Privileges”.

Add/Remove Privileges

To remove a privilege, click on the circle next

P . “ ” Select Application Select Organization
to the privilege, and click on the “Remove ———— eforeon
button i Available Privileges User's Privileges

When finished, click on the “Save” button at B Dols

© FEdt

= MVDOCS-GovernmentRegistration-Delete

the bottom of the dialog window.

The system will prompt you with a success ’ 1hss ©Remove
message when completed. Cancel

The page at https://iris.alabama.gov says:

Successfully saved user privileges
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Disable/Enable User

If you have a user that no longer needs login access to any MVTRIP applications due to user separation,
termination, reassignment, etc. from the organization, you should disable their access. After logging in
and searching for the user, click on the green “Disable User” button on the right of their user
information.

CAPSLock Admin Version - 2.0.0

| - Active

2 User Information

Account Information

UserMame LastloginDate Croatel) L
paul.harrison 202014 11:15:24 AM BORO12 10:10:26 AM SF2014 1:00:54 FM

Personal Information

You will be prompted to verify if you want to disable the user. To disable the user, click on the “OK”
button, if you wish to cancel this action, click on the “Cancel” button.

9 Are you sure you want to disable this user?

**Pplease Note — you will be disabling the user that is shown at the top of the screen, NOT the “Logged
in as” user**

CAPSLock Admin Version - 2.0.0

ation for 4Paul Harrison|- Active

After the user has been disabled, you will notice the status change across the top of the screen to show
that the user is now disabled.
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CAPSLock Admin Version - 2.0.0

11 te4t - Disabled

CAF L e Asvan Versaen - 38 8

User Information

Account Information

b | ] o] Lok o vkl Lawid El Ly
i WS 0 6 Forrr cbREs Uil ] SAFNFHA 1 A

Personal Information

You will receive a prompt verifying that you want to enable this user. Click on the “OK” button to
proceed or the “Cancel” button to cancel this action.

Message from webpage

o Are you sure you want to enable this user?

CAPSLock Admin Version - 2.0.0
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Add a User to an Organization
After logging in, searching and viewing the user for which you need to add/remove privileges from, click
on the grey “Organizations” button on the left side of the screen.

CAPSLock Admin Version - 2.0.0

11 test - Active

" User Information

Account Information

UsorMame Lastl oglnDate CraateDate LastEdisDate
test12 T304 10:21:39 AM HASHENIIZOTA3PM AR 113701 AM

Personal Information

**please Note — you will be changing organization information for the user that is shown at the top of
the screen, NOT the “Logged in as” user**

CAPSLock Admin Version - 2.0.0

Members

Show entries

¥ Current Status Create Date
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To add a user to the organization, click on “Add user to Organization”

# Add User to Organization

¥ Current Status Name Email Create Date

Active AdminTest spoe@cs.ua.edu 8/1472012 3222241 PM View

You will need to search for the user, either by username or by first and/or last name. Type in the name
of the user and click on “Search”. You will be presented will all the users that match. Find the user you
wish to add and click on the circle to the left of their name.

Filter Users:

test

Test Tile

Test#456

fest1

test12
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You can select multiple users if needed, just type in a new name and click on search. When finished,
click on the “Confirm” button to add the users to the organization.

Members

Filter Users:

test

Test Tile

Test#456

fest1

test12

You will receive a message saying that the organization request email has been sent, and that they will
need to click the link in that email to be added to the organization.

Message from webpage

©  An organization request email has been sent to the user. They will need
Llé. to click the link in that email to be added to this organizaticon,

0K
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